
Challenges

 12+ content in the songs lyrics. Swearing  
 and adult concepts in the provided music.

 Pornography, graphic content, suicide  
 notes.

 Tik Tok users can search for other users  
 to view or follow near their own location/city.

 User generated videos can be viewed and  
 shared onto other social media and  
 messaging apps increasing exposure.

 Bullying in comments.
 Users can publicise their messenger  

	 usernames	or	social	media	pro昀椀les	on	their	 
	 Tik	Tok	pro昀椀le.

 Many underage accounts with large  
 amounts of followers.

 Easy for users to create multiple accounts  

 and hide them from their parents.
 Fake Tik Tok apps on the app store that  

 charge for download or offer followers.

NOTE: TikTok offers a live feature for users with
1000+ followers on their pro昀椀le. This service is 
intended for ages 16+

How Do I Delete My Tik Tok Account?

 Open the Tik Tok app and login. 
 Tap on the person icon at the lower right  

	 of	your	screen	to	open	your	pro昀椀le.
 Click on the three dots located in the  

Tik Tok is a social media platform for creating, sharing and discovering short music videos. Every 
day, millions of people use Tik Tok as an outlet to express themselves through singing, dancing, 
comedy, and lip-syncing. The app celebrates creativity with videos recorded in 15 seconds or less 
and shared across the Tik Tok community. 

You have the ability to make cool, short videos–songs or short dialogues – that you can share with 
the world, and people can see them. Think MTV meets SNL meets karaoke meets Dubsmash meets 
American Idol meets Instagram.

	 A	veri昀椀ed	phone	number	is	 
 a requirement for removing your 
 Tik Tok account.

 Scroll to the bottom of the page where it  
 says ‘Thinking about removing your  
 account?’ Tap it.

 Tap ‘Send Code’.
 Wait for the code to be sent.
 Enter the 4-digit code within 60 seconds  

 of it being sent to you. Then hit continue.
 Read over the implications of removing  

 your account. Hit continue if you agree  
 with the terms.

 Hit ‘Delete Account’. You’ll be logged out  
 and your account will be deleted.

How Do I Block a Tik Tok Account?

 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 

 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
	 Tap	‘Report’	and	昀椀ll	out	the	user	report.
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What is Twitch?

The leading live streaming platform where people play games, 
make crafts, and showcase their day-to-day lives, attracts over 
two million broadcasters every month. The number grows 
each year, thanks in part to how easy it has become to live 
stream, and platforms like Facebook, Instagram and YouTube 
also increasingly encourage people to share and watch live 
stories. With the push of a button on your game console or 
phone, you can share whatever you’re doing at that exact 
moment with friends and strangers alike. The rise of popular 
(and pro昀椀table) in昀氀uencers on platforms like YouTube and 
Twitch has also made the idea of being an online in昀氀uencer 
aspirational. Some parents note that their children pretend 
to unbox toys to a nonexistent audience, and teachers report 
that their students often say they want to pursue YouTubing 
as a career.

If live streaming is a practice, the person behind the camera 
is the product. While there are things you can practice and 
improve, your popularity as a streamer comes down to whether 
or not people like you or 昀椀nd you interesting.
 
Challenges

Live streaming can be a fun activity, but not being able to edit 
your content at a later stage poses challenges. Whatever you 
say is out there for good, and users should be conscientious of 
the dialogue they use. 

Choosing just to stream the game is the safest possible option 
available, adding in live video streaming of yourself can open 
up challenges with accidental leaking of personal information. 
It allows anyone and everyone to see what you look like and 
your personal enviroment. Be wary of accidentally leaving 
personally revealing objects in frame (i.e. a school uniform, or 
a letter with an address). Ensure that you have conversations 
with your young person about potential risks involved, such as 
stranger contact, potential bullying or their information being 



Instagram is a photo and video sharing app that has been an almost exclusively 
mobile platform. Once the user has either taken/selected a photo or video they 
can scroll through the editing 昀椀lters and experiment with the best one for that 
particular image.

INSTAGRAM

 TheCarlyRyanFoundation     @thecarlyryanfoundation  



How does it work?

On Snapchat, users go by a handle. 
To add friends, you can upload your contacts, search 
for people you know or use the ‘Quick Add’ feature of 
add friends of friends or strangers easily. You can also 
automatically add someone by taking a picture of their 
“Snapcode,” a special QR code unique to each user. 

To begin a conversation every Snap starts with a photo or 
video. Snapchatters can layer text, emojis, doodles, and 
more on top, and choose how long they want the Snap to be 
displayed (up to 10 seconds). Then, you can send the Snap 
to one or more friends. Stories is a feature that lets you string 
Snaps together into one longer narrative that stays available 
for 24 hours.

Be mindful who are you sharing images with and always 
remember that everything on the internet is permanent. 
Make sure you are happy for potentially anyone to see 
your snaps and share without permission.

Live Stories

Live Stories are compilations of Snaps submitted by 
Snapchatters from events and locations around the world. 
Discover allows you to explore channels from established 
publishers who curate their own content. The Discover screen 
in Snapchat also includes a selection of the day’s Live Stories.

Video and Text Chat

Snapchat also allows for one-on-one chat. Like Snaps, chats 
are cleared when a recipient leaves the Chat screen. But you 
always have the option to save a message you’d like to keep.

Lenses, Filters and Stickers

There are many ways to customise the look of your Snaps. 
Lenses add real-time special effects and sounds to a Snap. 
Filters offer different design overlays. Geo-昀椀lters are a 
popular way to customise your Snap at speci昀椀c locations or 
events around the world. Stickers are colourful images and 
cartoons that give you additional ways to share content.



SNAPCHAT
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ROBLOX is the world’s biggest platform for emerging and independent game developers, 
and they offer the ability to earn real money from their creative efforts.

ROBLOX is open to people of all ages. Each player starts by choosing an avatar and giving 
it an identity. They can then explore ROBLOX - interacting with others by chatting, playing 
games, or collaborating on creative projects. Each player is also given their own piece 
of undeveloped real estate along with a virtual toolbox with which to design and build 
anything. 

NOTE: Although Roblox is primarily for children, without permission from a parent or legal 
guardian the app is deemed 18+. 

ROBLOX
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How does it work?

To sign up to Discord you simply need an email and a 
username. It takes under 昀椀ve minutes to make an account 
with Discord. This enables the user to open up invitations 
and messages from people around the world.

To add somebody on Discord the user must have the other 
person’s username. This can easily be asked through in-
game chat.  

 
Challenges

Some of the issues with Discord are that younger children 
may get invitations from random users thinking it is safe to 
chat with them. A criminal has the potential to groom the 
child and get various sources of information such as: credit 
card details, house address, school, age and much more. 

Ensure that you have conversations with your young person 
about the potential risks involved with using platforms like 
Discord.

The Carly Ryan Foundation is seeing young users being asked 
to add people on Discord. This can create the opportunity 
for criminals to groom, manipulate and coerce young users 
through conversations that unfold via various gaming 
platforms.

Discord is a great app to help users communicate with their 
friends but without the right settings in place it can expose 
the user to unwanted or inappropriate contact from criminals 
or by strangers.

Privacy Settings Menu 

Click the little down arrow next to the server name and you’ll 
昀椀nd a drop-down menu window. In addition to being able to 
adjust noti昀椀cation and server settings, you can adjust privacy 
settings on a per-server basis as well. Selecting / deselecting 
this option lets you block DMs (Direct Messages) from users 
in that server that aren’t on your friends list. Normally, sharing 
a mutual server is all it takes to allow DMs. This option can 



How to make your Facebook pro昀椀le private

Step 1 

1 Click on the three parallel lines at the bottom right  
 corner of the screen. 
2 Scroll to the bottom and click the ‘Settings & Privacy’  
 tab and click ‘Settings’.
3 Click on the Timeline and Tagging option. 
 You can control everything with regards to who  
 gets to post and tag on your Timeline and also  
 who can see it. Go through all seven options and  
 customise it for you. Activating Timeline review  
 is also recommended. Once you’ve done this your  
 Timeline will only be viewable to the people you  
 choose to look at it. 

Step 2 

Go to the ‘Privacy’ tab in the settings page. Facebook 
offers you several different options so you can adjust 
exactly how private you want to be. Check your privacy 
settings regularly. Often when Facebook updates the 
settings may go back to public by default. 

Other Privacy Settings

To manage your privacy on Facebook (on a computer), 
access the privacy settings by clicking on the downward 
facing arrow in the upper right-hand side of the page and 
select ‘Settings’. In the left hand column, click  
on ‘Privacy’. 

To access these settings on a mobile device select the 
three lines on the bottom right of your screen. Scroll down 
to ‘Settings & Privacy’. Here you can change a number of 
settings: Restricting who can see the users pro昀椀le



YouTube is free video sharing website and application that is owned by Google. The platform allows 
its users to upload, create and watch other users videos. With over 1 billion users it is one of the 
most popular platforms on the internet.

Anybody can access videos on YouTube, but in order to upload a video the user must create their 
own YouTube account. If a user sees inappropriate content they can ‘昀氀ag’ or report it if it violates 
YouTube’s community guidelines. Many popular types of videos on YouTube are music videos,  
‘how to videos’ and gaming videos.
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